Policy:

Video/Electronic Security Systems

Division:

Corporate Services

Oper - 600

ADMINISTRATIVE PROCEDURES/REGULATIONS
1.

Approval
1.1

The relevant school administrator or manager must submit a V
 ideo Surveillance
Request Form t o the CFO/Assistant Director of Education- Corporate Services for
approval of the installation, change or expansion of a video/electronic security
system.

1.2

Prior to submitting a Video Surveillance Request Form, the school administrator
should consult with their Director of Schools and their School Council to
rationalize the request for video surveillance.

1.3

A floor plan, indicating location of cameras and the direction they are pointing,
MUST accompany the Video Surveillance Request Form.

1.4

Approval must be granted prior to a system being installed, changed or
expanded.

1.5

Once approval is granted, the school administrator or manager must consult
with Operations Manager regarding the purchase/installation of a
video/electronic security system, and purchases must be in compliance with the
Public Procurement Act. All costs associated with the installation of a video/
electronic security system in a school will normally be the responsibility of the
school.

1.6
2.

Once installation is complete and the system is operational, a username and
password must be provided to the Director of Facilities to allow system access.
Notification

2.1

Once a video/electronic security system is approved, notification must be
provided in writing to the school council, parents/guardians and employees, that
a system is approved for use and the expected start date of operation.

2.2

Signs advising that a video/electronic surveillance system is/may be operating
must be displayed at entrances to buildings, at the front of school buses and in
all areas that are subject to surveillance.
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2.3

At the beginning of each school year, students and parents/guardians shall be
informed of the use of a video/electronic security system through the normal
means of communication (e.g. newsletter, school website, memo home).

2.4

Notwithstanding 2.1-2.3, video surveillance without notification may take place
on district property, as authorized by the Director of Education.
a)

b)

c)

3.

Covert surveillance may be authorized on rare occasions as part of a
time-limited investigation, such as an investigation into potential criminal
conduct. Such surveillance should normally not exceed a two week
period, absent extenuating circumstances.
Covert surveillance may be authorized where it is considered to be the
best available option under the circumstances and the benefits derived
outweigh the potential violation of the privacy of individuals observed,
and where it is deemed necessary to the success of the investigation and
for the safety and security of students, staff and District property.
The surveillance equipment shall be removed as soon as the matter has
been resolved, or converted to a full notification system as per the steps
outlined in this policy and procedures/regulations.

Installation
3.1

Newly-constructed schools that come equipped with video surveillance
equipment must submit a Video Surveillance Request Form, accompanied by
the floor plan indicating camera location, as per 1.1 and 1.2 of the
Administrative Regulations at the request of the District, or prior to utilizing
video surveillance system. The deadline to file the application is 30 days from
date of occupancy.

3.2

All video surveillance equipment must be installed by qualified staff from the
Vendor or from NLESD Corporate Services.

3.3

Cameras must not be installed in instructional areas.

3.4

Cameras must not be installed in areas where there is a higher expectation of
privacy, such as change rooms and bathrooms.

3.5

Cameras are not permitted to be used in gymnasiums during school hours.

3.6

Recording of sound (audio) is not permitted except for special circumstances as
authorized on a temporary basis by the Director of Education.
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4.

Storage
4.1

Surveillance recordings must be stored in a secure place with restricted access.
This would normally be in a protected electronic folder or in the office of the
principal, assistant principal or manager.

4.2

Network-connected systems must only be on the firewall-protected intranet
system, password protected and not be openly accessible on the Internet.
School administrators/managers must consult with the Computer Support
Specialist assigned to the building with respect to the security of the video
electronic/security system.

4.3

Exported copies of surveillance recordings (e.g. to USB drive or DVD) should be
labeled and dated and kept physically secure. Upon review of video
surveillance,
if the content is deemed sensitive it must
be encrypted prior to storage.
5.

Access and Use

5.1
publicly

Video surveillance monitors must be located such that the imagery is not
viewable.

5.2

Surveillance recordings may be reviewed for the purposes of determining
adherence to Board policy or school rules.

5.3

Surveillance recordings may be used as evidence in any disciplinary action of a
student or employee.

5.4

The parent/guardian of a student (or the student if 19 years of age or older), or
an employee, may be permitted to view some or all of a surveillance recording
where the individual is a subject in the recording, unless the review might violate
the privacy of a third party. In that case, the review should not take place unless
authorized by the School District Privacy Manager. The viewing must be
conducted in the presence of the school administrator or manager. The
student/parent/guardian, or the employee, shall be entitled to have an advocate
present while the recording is being viewed.

5.5

Surveillance recordings may be used for inquiries and proceedings related to law
enforcement and the detection or deterrence of criminal offences. The Police
may view recordings as part of an investigation.

5.6

Notwithstanding 5.4, viewing of the surveillance recording may be refused or
limited on grounds that it would:
a)

Give rise to a concern for the safety of a third party; or
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b)

5.7

Copies of recordings may be provided to law enforcement officials as part of an
investigation. Where an incident raises the prospect of a legal claim against the
District, a copy of the surveillance recording will be sent to the District’s insurers
or lawyers. Copies of recordings may be provided to other parties in accordance
with legislation or upon court order.
a)

5.9

Be protected from disclosure under federal or provincial legislation or by
court order.

When a copy of a recording is provided, a release form must be
completed by the relevant manager or school administrator, in
consultation with the ATIPP Coordinator.

Surveillance recordings will not be sold, publicly viewed or distributed in any
other fashion except as outlined in this policy or legally authorized.

5.10 A log must be maintained that documents who accesses/views surveillance
recordings, and the date and time.
6.

Retention and Disposal
6.1

Surveillance recordings shall be disposed of after 30 days, with the following
exceptions:
a)
b)

c)
6.2

7.

Recordings used in disciplinary matters shall be retained for one year
following the conclusion of the matter.
Recordings used in law enforcement investigations/legal proceedings
shall be retained for a period of one year following the conclusion of the
matter, or until such time as legally required.
Recordings are retained at the request of the Director of Education.

Surveillance recordings shall be disposed of in such a manner that the
information cannot be reconstructed or retrieved. This would normally be
through erasing, overwriting or shredding, according to industry standards.

Audits
The school administrator or manager is responsible for ensuring that the video/
electronic security system is operated appropriately. The ATIPP Coordinator or
designate may periodically conduct a review of the use of an approved video/electronic
surveillance system, to ensure consistency with the information provided on the Video
Surveillance Request Form and compliance with this policy and related procedures. The
District will take appropriate action in the event that the system or surveillance
recordings are being used in a manner contrary to this policy.
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8.0

Video Surveillance on Buses
8.1

The installation and/or uninstallation of video or audio surveillance equipment
of any kind on a District-operated school bus or school bus servicing the District
under a School Bus Transportation Agreement requires the written approval of
the Chief Financial Officer/Assistant Director of Education (Corporate Services).
This also includes any private vehicles servicing the District under a Private
Vehicle Transportation Agreement.

8.2

When a video/electronic security system is installed on a bus, written notice
must be provided to the parents/guardians of students who regularly use that
bus when cameras are actively recording.

8.3

Signs advising that a video/electronic surveillance system is/may be operating
must be displayed at the front of school buses

8.4

Any video surveillance equipment installed on a school bus or private vehicle
servicing the District under a Transportation Agreement, and the recorded
information itself, is the sole property of the District.

8.5

Surveillance recordings from a camera installed on a school bus shall be stored
directly on a hard drive secured in a durable case that is fastened to the interior
of the school bus and under lock and key. Only employees authorized by the
Chief Financial Officer/Assistant Director of Education (Corporate Services) shall
have a key. In most cases, an authorized Student Transportation Division
employee shall facilitate the viewing of surveillance recordings upon request
from the Principal in accordance with this policy and regulations. In some cases,
the Principal may be authorized to have a key.

8.6

Section 5, Access and Use, of these administrative regulations applies to video
surveillance on buses.

8.7

Section 6, Retention and Disposal, of these administrative regulations applies to
video surveillance on buses.

8.8

Section 7, Audits, of these administrative regulations applies to video
surveillance on buses.
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